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Overview

Undergtlanding the rules for creating customised policies and how the various types of
policies affect each other is an essentia skill for any ContentK egper administrator.

This paper will help you to develop that skill and therefore maximise ContentK egpers
productivity.
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Policy Logic And I mplementation Requirements

This document explains the logic behind ContentK eeper policy processng and
describes the requirements and rules of implementing policies within Contentk egper.

Table of Contents

CONTENTKEEPER POLICY IMPLEMENTATION REQUIREMENTS.......... 3
CONTENTKEEPER POLICY PROCESSING LOGIC......ccoceoiririirerieeeeniee 4
(1)GLOBAL PRIORITIES .....ueiutruieieeiestesiestestesiessesseeee e s s s b sse s sse e esensessessessessesnes 5
(2)POLICY CHOICE PRIORITIES ....veeitieieiieesieeeesteesteeeesseessesseesseessessessseessessssssessesneens 5
Table 1. Cumulative Policy AppliCatION..........cccuviiiieiieeee e 5
(3)POLICY COMPONENT PRIORITIES ....vevitisiesiesieeseeeessessessessessessessesesseessessessesseseesnes 6
(4)CATEGORY PRIORITIES.....utcuiiteesteeeesseesteesesseessesseesseessesssssseessessssssesssessesssesssesseens 6
ContentKeeper Special CategOrieS......cocuiiiiiiiieeiie et 6
CREATING, VERIFYING AND TROUBLESHOOTING POLICIES................. 7
CREATING POLICIES.....cttiteiteeiieieeie ettt sttt st sttt st s b e ens 7
VERIFYING POLICIES.....ccutiieieiesiesieste st sttt sse st ste st s s s nse st ssessessesneens 7
TROUBLESHOOTING POLICIES ....cuveiiitesiestesieeieeeeeesieseeste e stessessessesseesessessessessessesnenns 7
Manual Policy-Verification Chart...........ccoceoiiiiinine e 8
Example 1 — Using the Verification Chart ...........ccccoeceiieve e 8

ContentK eeper Policy | mplementation Requirements

Policies rely on ContentK egpers ability to accurately determine user and computer
identities.

Network users may be identified in two ways, user credentias (which include a user
name and a group name) and computer credentials (1P addresses and canonical
names).

User credentidls may be ascertained in the following ways:
= Extracted from the header of a http-get request [which has been sent to a proxy
server that requires authentication|
» Retrieved viaa NetBIOS lookup request

Computer credentials may be ascertained in the following ways
» Retrieved viaa NetBIOS lookup request
» Retrieved viaa DNS lookup request
= Extracted from the header of a http-get request



Once credentias have been ascertained, they must be confirmed and matched to a
policy. Thismay be achieved in varying ways, depending on how Contentk eeper is
configured.

ContentK eeper may attempt to match credentids against one or more of the
fallowing:

» |Paddress and subnet mask.

»  Username and/or group from local database.

»  Username and/or group from a Windows N'T/2000 security group.
Both the IP address / subnet mask and local database data sets are stored locally on
the ContentK eeper server. The ContentK egper Agent supplies ContentK egper with
Windows NT/2000 security group data from a Windows NT/2000 domain controller.

Refer to the sections “Username Resolution” and “The ContentKeeper Agent” in Part
3 “Configuring ContentKeeper” of the ContentKeeper Administration Guide for
further information.

Once ContentK egper has confirmed and matched the user computer credentids it will
apply the appropriate policy.

When implementing ContentK egper policies, the following requirements apply to
policy contents and input fields:

1. Each unique username may exist in only one policy when entered into the
usernamefidd.

2. Each unique username may exist in multiple policies when entered viathe
group fied.

3. Each IP address and 32-bit subnet mask combination may exist in only one
policy. An example of an |P address and 32-hit subnet mask combination is:
203.5.115.24 / 255.255.255.255

4. When apolicy is created, al upper case |etters will be converted to lower case
in the name, description and object fields.

ContentK eeper Policy Processing Logic

A URL request may qudlify for filtering if ether it's source IP address or the
embedded user name match one of thosein apolicy. All other requests will be filtered
through the default policy, with the exception of those whose source | P addresses are
specificdly set to exclude in the Excluded/Included | P Addresses menu.

If aURL request qudlifies for filtering through at least one policy other than the
default, then none of the default policy settings are applied when filtering takes place.

A URL request may qudify for filtering through multiple policies when either its
source | P address or the embedded user name exists in more than one policy.



When aURL request qudifiesfor filtering through multiple policies, the least
regtrictive policy settings apply. Content eeper decides how and whether or not to
filter aURL request based on the priorities below.

These priorities are processed in the order that they are presented here. If aURL
request does not match the firgt priority the Contentk egper will move on and process
the request againgt the second, third and fourth priorities until amatch isfound.

(DGlobal Priorities
1. Reguestsfrom excluded IP addresses are not filtered.
2. If the default only check box is enabled then only the default policy is applied.
In this case there are no custom policies defined therefore dl requests that are
not made by an excluded IP match the Default Policy and processing
continues with group (3) Policy Component Priorities.

(2)Policy Choice Priorities

1. Any policy containing an | P address and 32- bit subnet mask that match the IP
address of the request is gpplied exclusvely. This means that with the
exception of the Globa Policy, settings are only applied from the matching
policy.

2. Any policy containing a username that matches the username embedded in the
request is gpplied exclusively. This means that with the exception of the
Globd Policy, sttings are only gpplied from the matching policy.

3. Any policies with groups that contain a username that matches the username
embedded in the request are gpplied collectively. This means that settings
from al matching policies are gpplied in aleast redtrictive manner, i.e. the
opposite order to which they appear in group (4) Category Priorities. Refer to
the Table 1. below.

Table 1. Cumulative Policy Application

This table demonstrates how policies are gpplied cumulatively, such as when a user
belongs to a group and that group has been associated with two policies.

Cumulative
Policy 1 Policy 2 Result
1 Adult Content [Block 1 Adult Content [Block Block
2 News Coach 2 News Allow Allow
3 Job Search Authenticate 3 Job Search Coach Coach
4 Gambling Block 4 Gambling Block Block
5 Travel/Tourism |Block 5 Travel/Tourism |Allow Allow




(3)Policy Component Priorities
1. Globd Policy sttings.
If the global Policy isenabled, any of it’'s settings not set to Ignore take priority
over corresponding settingsin dl other policies. Within the globd policy, policy
components are prioritised in the following order:
a Cusgtom and Trusted URLS
b. Category States
c. Custom File Types

All other policy components are prioritised in the following order:
2. Cusgtom and Trusted URLS

3. Category States

4. Cugom File Types

(4)Category Priorities
Category priorities are an exception to the Least Restrictiverule. Category priorities
are applied in Mogt Regtrictive order based on category Sate.

1. Block

2. Authenticate

3. Coach

4. Allow
There are two additiond states, Time of Day and Block Discard. The Block Discard
date applies to individua URLs and has the same priority asthe Block Sate. The

Time of Day state equates to, and is processed with the same priority as, one of the
four main states, based on the current time and day.

ContentK eeper Special Categories

ContentK eeper processes the Educational, News, Search Stes and Business Oriented
categories differently to its other categories. The blocking rules associated with each
of these categories are outlined below.

Educational, News & Search Sites— If aURL exigsin ether the News or Search
Sites categories and any of these categoriesis set to dlow, then it will not be blocked
under the other category. Thisisto cope with the high leve of amilarity between
these categories.

Business Oriented — This category has been added to help ensure that business sites
are correctly classfied. URLsin this category are subject to two default rules:

1. URLsinthiscaegory are excluded from the red-time andyss
engine.

2. If aURL exigsin one of the Business Oriented, News or Search
Stes categories and any of these categoriesis set to dlow, thenit
will not be blocked under the remaining two categories regardless
of whether or not the URL is classfied under dl of these
categories.



Creating, Verifying and Troubleshooting Policies

Creating Policies

Creating Policiesis covered in detail in the ContentKeeper Administration Guide.
Thereisdso amanua verification chart included at the end of this document to help
you congtruct and understand new and exigting policies.

Refer to the section “Creating Policies’ in Part 3 “Configuring ContentKeeper” of the
ContentK egper Adminigration Guide for further information.

Verifying Policies

Verifying Policiesis covered in detail in the ContentK esper Adminigiration Guide.
Thereisdso amanud verification chart included at the end of this document to help
you congtruct and understand new and existing policies.

Refer to the section “Verifying Policies’ in Part 3 “Configuring ContentKeeper” of
the ContentK egper Adminigtration Guide for further information.

Troubleshooting Policies

While the underlying logic is somewhat complex, on the surface ContentK eeper
policies are rdaively ample! Although, you may occasiondly wish to understand
why aURL isor isnot being blocked, or have need to carefully plan the consiruction
of anew palicy.

The best tool for helping you understand the effects of your policiesisthe
ContentK eeper Policy Verification Facility. It will dlow you to test apolicy onits
own or in conjunction with al other policies, and in any possible scenario. Refer to
the section above titled Verifying Policies for more information.

When ContentK eeper generates a block page, information about what, why and who
caused the block page is displayed in atable in the middle of the page. This
information is repeated and expanded upon in the ContentK eeper Blocking Activity
reports and logs. Both sources of information can be useful when troubleshooting
policies.

Determining if aURL has been categorised and which category it belongstois
essentia to understanding the effect of a policy. The Block/Unblock URLs in Control
List facility alows you to quickly and accurately determine whether a URL has been
categorised and which category it belongs to.

Refer to the section “Block/Unblock URLs in Control List” in Part 3 “Configuring
ContentKeeper” of the ContentKegper Adminigtration Guide for further information.




M anual Policy-Verification Chart

Another useful tool for helping you to congtruct or decipher policies has been
included with this paper. It is the manual verification chart below. Usethischartin
conjunction with the information presented on the four Priority Groups under the
Policy Processing Logic section above.

1. ToUsethe manua verification chart to create or understand a policy you will
need the following information:
A URL or Content Type.
Knowledge of ContentK egpers current Username Resol ution method.
An |P address.
A username.

2. Follow the chart from Ieft to right to understand how a policy works.

3. Refer to the information about the corresponding Priority Group at the
beginning of each step.

4. Apply the URL and username information at the appropriate junctures.
Important: This chart has been designed specificaly for use with the information
presented on the four Priority Groups. It is essentid that you refer to the information

about the corresponding Priority Group at the beginning of each step in the chart as
using the chart done may not lead to accurate results.

Example 1 — Using the Verification Chart

In the following example an adminigrator is attempting to determine exactly what

steps lead up to the URL www.playboy.com being blocked and if those steps conform
to the intended function of the governing policy. The adminidrator has obtained the
fallowing information:

URL: www.playboy.com

Username Resolution Method: Proxy Heeder, Basic Authentication Scheme
IP Address: 10.10.0.45/255.255.255.0

Username: John

Priority Group (1) Priority Group (2) Priority Group (3) Special Categories Priority Group (4)
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Step 1. Examine Priority Group 1.

First the Administrator determines that the Requesting IP addressis not in the
ContentK egper Excluded/Included IP Addresses Ligt, the administrator so knows
that there are multiple customised policies.

Result: Bypass Priority Group is selected.

Step 2: Examine Priority Group 2.

The adminigrator knows that each individud in the company hastheir own policy.
Result: Regquest Matches Usernamein a Policy is sdlected.

Step 3: Examine Priority Group 3.

The ContentK egper blocking screen had reported that the URL was List Blocked.
This means that the URL was not a Custom URL, nor was it blocked based on File
Type settings. The administrator lso knows that the Globa Policy is not enabled.
Result: Category States is selected.

Step 4: Examine Special Categories.

By using the ContentK egper Block/Unblock URLs in Control List fadlity the
adminigrator is able to determine that the URL does not belong to one of the specia
categories.

Result: Bypass Special Categoriesis sdected.

Step 5: Examine Priority Group 4.

By examining the policy responsible for causing the block page the adminigtrator is
able to determine that one of the categories to which the URL belongsis set to block.
Result: Block is selected.

Conclusion:

The administrator now has a clear roadmap of the how the policy has functioned and
interacted with other policies. The adminisgtrator has been able to determineif the
configuration of the policy has been successful and make any necessary adjusments.

Using the manud verification chart in conjunction with the information presented on
the four Priority Groups under the Policy Processing Logic section will endble you to
verify apolicy step by step, component by component; identifying and correcting any
mis-configured policy components.
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